10.30 CYBERSECURITY PROGRAM

Purpose

This policy is formally adopted by resolution of the Franklin Local School District Board of Education to
establish a district Cybersecurity Program in accordance with Ohio Revised Code § 9.64. The Board
further approves the recommendations and specific aspects of the Cybersecurity Program that are
maintained confidentially consistent with applicable law.

The Cybersecurity Program is consistent with generally accepted best practices for cybersecurity and
established under the authority of this Board-approved policy. The Program is administered by the
Technology Director or designee. The Program serves as the operational framework for coordinating
cybersecurity risk management and implementing cybersecurity-related governance and oversight
activities consistent with this policy.

The Cybersecurity Program is designed to protect district information, information systems, and
technology resources by supporting the confidentiality, integrity, and availability of district data and
services. The Program provides a structured governance and risk management framework consisting of
administrative oversight, operational procedures, and technical safeguards appropriate to the district’s
operational environment, including services provided through third-party or shared service providers.

Scope

This policy and the Franklin Local School District Cybersecurity Program apply to:

¢ Allindividuals and entities that access, use, or interact with district information systems or district
data, including but not limited to district employees, contractors, volunteers, and third-party
service providers.

o District information technology resources that are owned, operated, managed, or utilized in
support of district operations. This includes, as applicable, systems, networks, devices,
applications, and data environments that support instructional, administrative, financial, and
operational functions.

o Third-party systems and services that store, process, transmit, or otherwise handle district data,
or that provide connectivity or integration with district systems, to the extent governed by contract,
service agreement, or technical configuration.

The Cybersecurity Program establishes a risk-based governance framework for cybersecurity oversight
and management. The Program supports the identification, protection, detection, response, and recovery
of cybersecurity risks in a manner consistent with the district’'s operational environment, including shared
service arrangements and third-party managed systems.

Risk Identification and Assessment

The Program includes a risk-based approach to cybersecurity management under the oversight of the
Technology Director or designee. Cybersecurity risks are identified, documented, and evaluated on an
ongoing basis to support appropriate mitigation and governance decisions. The Program includes
maintaining an inventory of critical systems and functions necessary to support operational continuity.
These systems are considered in the prioritization of cybersecurity protections and risk management
activities.

As part of the risk management process, the district evaluates cybersecurity risks based on potential
operational, financial, legal, and educational impacts, including impacts to the confidentiality, integrity,
and availability of district information and systems.



Identified cybersecurity risks are addressed through appropriate administrative, technical, and
operational controls consistent with the Program and applicable best practice frameworks.

Threat Detection and Monitoring

The Program includes a risk-based cybersecurity monitoring process designed to identify potential
security events affecting district information systems and data, which may be performed directly or
through third-party service providers or shared service arrangements.

The Technology Director or designee is responsible for implementation of the Program and for reviewing
or coordinating the review of relevant security monitoring outputs, alerts, or reports provided by internal
resources or third-party service providers and initiating appropriate response actions when necessary.

Incident Response

In accordance with applicable law, qualifying cybersecurity incidents are reported, as applicable, to the
Ohio Cyber Integration Center (OCIC) within seven (7) days of discovery and to the Ohio Auditor of State
within thirty (30) days of discovery.

Following incident containment and recovery, the district conducts post-incident review and remediation
activities to identify root causes and implement corrective actions. These actions may include updates to
technical controls, system configurations, procedures, or training to reduce the likelihood of recurrence.

Security Awareness and Training

The Technology Director maintains a recurring Security Awareness and Training Program to ensure that
all applicable users, including staff, contractors, and volunteers, are informed of cybersecurity risks,
responsibilities, and acceptable use expectations associated with district systems and data.

Policy Review and Updates

This policy and associated Program procedures and documentation will be reviewed by the Technology
Director, or designee, on a recurring basis and updated as required to reflect changes in applicable law,
guidance, cybersecurity risk environment, technology infrastructure, or operational requirements.

Policy updates shall be subject to approval by the Board of Education. Updates to supporting Program
procedures and operational standards, including the confidential aspects of the Program, may be made
by the Technology Director or designee, provided such updates remain consistent with this policy and
applicable legal and regulatory requirements.

Public Records Exemption

Certain records maintained as part of the district's Cybersecurity Program may be exempt from public
records disclosure to the extent permitted under Ohio Revised Code § 9.64 and other applicable state or
federal law.
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